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Classic rules

Passwords
encrypted

Min. length & case sensitive & unusual
Dictionary attack

STTIEIES
Men
Trojan
Network

Not limited to Microsoft!




ASP .NET Features

Authentication

1S, ASP.NET

ASP.NET: Forms, Windows, Passport, Default,
and Custom

Authorization
Access to Directories, Files

Role -Based Security
If User. IsInRole ("Admin")

Impersonation
Code and User




Authentication

ASP.NET Is an ISAPI extension
Only receives requests for mapped content

Windows Authentication (via lIS)

Basic, Digest, NTLM, Kerberos, Certificate Support
Leverages platform authentication

Forms -based (Cookie) Authentication
Application credential verification

Supports Microsoft © Passport Authentication
Custom Authentication




Forms -Based Authentication

Easy to implement
ASP.NET provides redirection

Steps
Configure IIS to allow anonymous users
(typically)
Configure ASP.NET cookie authentication
Write your login page

Secures not all
Only Files with named extensions




Forms Auth Configuration

<authentication mode= "Forms">
<forms
name=".ASPXAUTH"
loginUrl  ="login. aspx "
protection="all"
timeout="30"
path="/"
[>
</authentication>




Risk

Authentication Data

Username
Shown in web pages

Password

Authentication Flow

HTTP Is clear text
use SSL

ASP.NET to Database Is clear text
Store hashed passwords







Risk Cookieless

Sends Session ID in Query String

Web.Config
<sessionState cookieless ="true“

Session lives 20 minutes
From last activity

Attach on Session

public terminal
Sniffer

Also for HTTP Headers and Cookies







Confilg Topics

Machine. config
System.Web. HttpForbiddenHandler

<processModel
userName =“machine”

Web.Config

<customErrors mode="0On" />
Encrypt Connection Strings

HttpOnly
Client side script







SOQL Injection

How Web pages works?

INPUT rendered from Textbox Web

Control

Query String

Use values concat a SQL command
Search knowledge base

Paged results

Look for specific record
User credentials




What really exists!

DON'T LIKE
More comfort for the user

string  sgl = "select * from KB where
content like ™ + search.Text + ™

Hacker types: %

string sgl ="select * from KB where
content like '%'

User authentication!




SQL Injection Attack

Developer concate SQL statements

string sgl ="select * from Users where
user =" + User.Text + ™
and pwd=""+ Password.Text +

Hacker types: ‘or 1=1 --

string "select * from Users where
-- "and

Result Is the first database entry
Maybe the Admin




SNow



SOL Injection Attack

Talke over conirol
0 _crmdsnell ‘format c: /g
izoase  mybs ;-

select * fror izioelle
A0 crndsnell  Cformat ¢/ fyes
cdrop datapase myDg -

ResUlt: Flaciker can do everyth]ng
sysierrn orivileges
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SOL process runs wiir
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Use pararmeierized Select
sl ="select * frorm Users where
User = @user and owd = @pwd™

sqlCornrnzand crnd =new  SclCornrnancd( s
crnd.Pararmneters. Add (M @user”, User. Texi);

,COr);

crncl.Pararneters. Add (e pwd”, Password. Text);
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SNow
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Hedirectine | 1581‘ JJaJer nage

<scrigt language

window.navigai e( nirn'):</script>



Remove:<=>""%:)( &+ -
Criecy for tne lengirn

Use Server, HlimlEncocle

Default no HTML cocdea In Textooxes

Page Atiriout ValidateRequest =false



Datapase drivern weosiies
Display result pased o
Text Input, Querysiring , Cooxie
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Prevent FITTP narvesting

Ercrypt querysirings
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Monlior the weo usage
Third party review
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anonicalization

Crnearacier Seis URL,
Fllaenarne
%20:55 54



Mlucn more...
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[00]s
Microsoft Baseline Security Analyzer
scarn network or local

Scarl Installed updaies

Scan well -knowr 1ssues



Flow to pe secur

Don't pelieve in 100 %
=veallzate tne ris
Risi of aftack
Darnage result
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Security begins in mind
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